EU Login app, a versatile tool

The ECAS Mobile App (EU Login app) is an application that you can install on your mobile device
from the Google Play Store (Android), the App Store (i0S) or the Windows Store (Windows Phone).
You first need to initialize the application. Using the ECAS Mobile App in combination with the
password provides additional security.

This tool gives you the possibility to log in to the EC platforms in a double secured way. But first, in
case you haven’t done it yet, you need to install and initialise the app. This is how:

Install and initialise the EU Login Mobile App

The EU Login Mobile App can be used when accessing a service that requires increased
security. The EU Login Mobile App is free and can be obtained from the Google Play Store
(Android), the App Store (iOS) or the Windows Store (Windows Phone). After installing it, you
need to initialise it. In order to do so, you need a PC in addition to your mobile device.



One account, many EU Services
Initialise

Q  getore you start, you need to link your
device with your EU Login account

Settings
° More information about your device and
the EU Login app.
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Tutorial

Add a mobile device

After installing the EU Login Mobile App, open it and tap
on the "Initialise" option.

Follow the instructions on the screen: open a browser on
your PC and go to the following URL.:
https://webgate.ec.europa.eu/cas/mobile

You are requested to authenticate.

Important: If you already installed and initialised the EU
Login Mobile App on another device or if you registered
your mobile phone number for receiving SMS, you are
requested to authenticate using the already registered
device.

Then click on "Add a mobile device" in the browser on
your PC.


https://webgate.ec.europa.eu/cas/mobile

Add a mobile device

Please give a name to identify your mobile
device and a PIN code to use for it

Your device name

Your 4 digit PIN code

You will be required to enter this PIN code
on your mobile device to use the ECAS
mobile app

Confirm your PIN code

m gancel
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£ Tutorial Scan QR Code

Make sure that your camera zooms in on the

QR je.

Add a mobile device

Scan this QR code using
your EU Login mobile

In the "Your device name" field, provide a name that will
allow you to remember to which device it refers to. You
can pick any name that suits you, such as "My Android
tablet", "My iPhone" or "My blue Windows phone".

Select a PIN code composed of 4 digits and enter it in
the "Your 4 digit PIN code" and in the "Confirm your
PIN code" fields to make sure you did not mistype it.
You will be prompted to provide the PIN code when
authenticating so make sure you select one that you can
easily remember. However, avoid PIN codes that can be
easily guessed, such as your birth year or birth day and
month.

Once you are done, click "Submit" and then "Next" on
your mobile device.

The QR code scanner starts on your mobile device and
a QR code is displayed on the screen of your PC.

Point the camera of your mobile phone to your PC
screen until the QR code is recognised.

Enter the PIN code you have just chosen on your
mobile device and tap "Authenticate".

If the app is active (in the foreground) it will automatically
redirect you to the browser selector.

If the app is in the background, a notification is displayed
on your device. Please accept this notification to be
redirected successfully.



Enable TouchlD?

Your device has been equipped with
TouchiD. Do you want to enable TouchiD
for your EU Login authentication?

YES SKIP.
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Menu Enrol fingerprint

Please enter your PIN Code twice and tap
the authenticate button to enable

authentication via your fingerprint.

Touch ID for “EU Login*
Authentication is needed to continue
the EU Login session.

Cancel

Your EU Login Mobile app is successfully initialised and
can be used for authenticating. Click on “Continue” to
be redirected to the Welcome screen.

If your device is equipped with Fingerprint recognition,
an automatic pop up will be displayed to Enable
Fingerprint recognition.

You can enable this function by clicking on ‘YES'. If you
do not want to enable Fingerprint recognition, click on
‘SKIP’.

Enter the PIN code you have chosen during the
initialisation on your mobile device and click on the
arrow.

Confirm by authenticating with your fingerprint. You will
then be automatically redirected to the Welcome page.




Now that you have downloaded the app and registered your device,
there are two main options to log in.

1- Sign in with PIN code
2- Sign in with QR code

Sign in with an EU Login account using the EU Login Mobile App
PIN code

Choose your verification method

EU Login Mobile App PIN Code
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Select "EU Login Mobile App PIN Code" as the
verification method, enter your password in the
"Password" field and click on "Sign in".

If you have more than one device with an initialised EU
Login Mobile App, you are asked to select the one you
would like to use.

This left screen does not display if you have only
initialised one device.

Click on the device using the name you provided.
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{Menu EU Login (ECAS Mobile) a

e EU Login protected
r four digit PIN code

EU Login sends a notification to your mobile device.

Tapping on the naotification triggers the launch of the EU
Login Mobile App.

The EU Login Mobile App prompts you to enter your
PIN code.
Enter your PIN code and tap on "Authenticate".

This automatically completes the process on your PC
that proceeds to the service you requested to use.

Sign in with an EU Login account using the EU Login Mobile App

QR code

Choose your verification method

| EU Login Mobile App QR Code
@EE!
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Select "EU Login Mobile App QR Code" as the
verification method.

Enter your password in the "Password" field and
click on "Sign in".

A QR code is displayed on screen.




EU Login

One account, many EU Services

Scan QR Code

Render a one-time-password for offline
authentication.

Settings

L Moro information about your device and
the EU Login app.
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Scan QR code

Pease scan e G e wi o EU Logh motile
e the generated code a0 e
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< Menu Scan QR code

Congratulations!

We have successfully generated the control
digits for the signature.

Enter the above digits to continue your EU
Login flow.

QR code authentication

Please scan the QR code with your EU Login mobile app and
type in the generated code below.
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Start the EU Login Mobile App on a mobile device
where it has been previously initialised.

Tap on "Scan QR Code".

The QR code scanner starts on your mobile device.

Point the camera of your mobile phone to your PC
screen until the QR code is recognised.

The EU Login Mobile App displays a one-time
password composed of digits and characters.

Type the one-time password in the "code
generated by your app” field and click "Sign
in" to proceed to the service you requested to
use.



OR if you are having access with your mobile, you can use the On Mobile

authentification

Sign in with an EU Login account using On Mobile authentication

The "On Mobile" verification method is only available when browsing on a mobile device and
should only be used if an EU Login Mobile App has been previously installed and initialised

on that device.
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@& ecas.ec.europa.eu

requires you to

Sign in to continue

On Mobile Authentication

Or
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{ Back Authentication Successful

Default browser (Safari)

Select "On Mobile Authentication" as the verification
method and tap on "Sign in".

The EU Login Mobile App opens automatically and
prompts you to enter your PIN code.

Enter your PIN code and tap on "Authenticate".

If the app is active (in the foreground) it will automatically
redirect you to the browser selector.

If the app is in the background, a natification is displayed
on your device. Please accept this notification to be
redirected successfully.

You are now successfully authenticated. Click on
"Default browser" to be redirected to your application.
(This step is only needed for IOS users)



